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a b s t r a c t
The article presents a method of solving a research and technological problem related to the opti-
mization of data transmission and stabilization of interactions between the components of the 
information and communication technologies and hardware systems managing the process of pre-
dictive diagnostics of machines and devices as well as inferential control of actuators of the critical 
water supply network infrastructure. Building an intelligent infrastructure of the water production 
and distribution system requires the use of highly efficient IT systems that enable complex compu-
tational processes, including a dynamic hydraulic model of the network, as well as simulation of 
changes in process and technological parameters in real time. The conducted analyses have shown 
that the optimal approach is to combine virtual solutions with solutions based on physical work-
stations. An important consideration was to adjust system to the requirements of the Cybersecurity 
Act along with the selection of appropriate equipment enabling the implementation of procedures 
ensuring network security and safe access to the resources of the intelligent water supply system.
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1. Introduction

Water intakes and elements of collective water distribu-
tion systems used by water supply companies are objects 
of the country’s critical infrastructure [1]. They are critical 
elements for the security and functioning of society. The 
constantly changing environment, new threats and legal 
requirements, including the quality security of the services 
provided and cybersecurity, generate the need to implement 
modern and intelligent IT and network systems based on 
the best available techniques (BAT). Intelligent water supply 

infrastructure for collective water supply systems requires 
the use of such systems.

The currently operating water supply systems are not 
only technical facilities (intakes, water supply networks, 
water pumping stations), but in fact they are networks of 
field facilities (linear engineering facilities, hydrophore facil-
ities, water intakes and water treatment plants) connected 
by extensive and complex industrial IT networks managing 
the indicated facilities and data exchange between them. 
Both the processes of water intake, water treatment and its 
distribution are currently based on IT systems for supervision 
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and data acquisition of SCADA type. The operation of engi-
neering facilities based on advanced IT and technological 
solutions increases their reliability and energy efficiency 
[2–4], while being an important element of the so-called  
Smart City.

Implementing the idea of the so-called smart cities 
resulting from the development of ICT (Information and 
Communication Technologies) brings with it challenges 
in the field of model solutions of the critical infrastructure 
[5]. One of the particularly important aspects of smart cities 
development is the maintenance of cyber security, especially 
of critical infrastructure facilities. The development of smart 
technologies in recent years has increased the frequency of 
cyber-physical attacks [6,7]. Network objects, including lin-
ear ones, multiply the need for control due to significant 
distances. Water supply network systems create industrial 
systems and, as confirmed by global data, they are one of 
the main targets of cyber-attacks [8,9]. They are particularly 
vulnerable to compromising their safety, while threatening 
the stability of the city as an organism.

So far, one of the first intelligent elements were tele-
technical, energy and gas networks. The implementation 
of prediction systems in water systems is a great challenge 
due to many variables [10]. As indicated in the literature, the 
implementation of intelligent systems for collective water 
supply allows increasing the speed of decision-making, 
especially in emergency and extraordinary situations, which 
is critical from the point of view of the security and respon-
sibility of the indicated supply networks [11]. As indicated 
by the results of scientific research and simulations [12,13] 
partial solutions based on models are more often suggested 
for implementation, in particular for monitoring elements 
of water supply networks and safety as well as reducing 
their energy consumption [14,15].

The indicated comprehensive system of intelligent 
water supply is implemented as part of the research and 
development project entitled Technologically advanced, 
intelligent infrastructure (critical) of the water supply net-
work for collective water supply systems (POIR.04.01.04-
00-0041/18) co-financed by the European Union from the 
European Regional Development Fund under the Intelligent 
Development Program 2014–2020. The project is carried 
out as part of the competition of the National Centre for 
Research and Development: “Application projects” by the 
Consortium of the Cracow University of Technology and 
the Sądeckie Wodociągi Sp. z o.o. in Poland. The research 
concerns the development and implementation of a math-
ematical model of an intelligent water supply network, 
through the implementation of control system models and 
the selection of appropriate algorithms for neural and genetic 
networks, to increase the reliability and safety of water 
preparation and distribution systems.

The implemented project is a response to new challenges 
in the field of continuous improvement of the reliability of 
the engineering system, including the reliability of water 
supply. Changing legal regulations, including those relating 
to the safety of the quantity and quality of water directed to 
recipients through collective supply systems [16], force the 
operators of these facilities to a new, even research and com-
prehensive approach to the management of the indicated 

infrastructure. The new EU Drinking Water Directive [17], 
currently being implemented, in addition to adding new 
parameters required for quality monitoring of drinking 
water, points to the need to improve access to water for all 
people, reduce water losses and facilitate access to water 
quality information and billing data. Research for the devel-
opment of automation and computerization of water intake 
and distribution processes enable the increase in the opti-
mization of these processes and constitute a response to the 
EU requirements.

A very important element that was focused on when 
building an IT system that supports the tasks performed 
under the project is to build a safe, secure and reliable IT/
OT network. All tasks carried out under this project were 
correlated with the requirements of the Cybersecurity Act 
[18] and the current global guidelines in this aspect [19]. 
The speed of reaction in the event of cybersecurity incidents 
and the use of all possible elements of prevention and pro-
tection that can be implemented is one of the main aspects 
of control and security, as indicated by the Act on cyberse-
curity. The key issue is a properly developed communica-
tion system, especially in the event of a crisis. As empha-
sized by other authors, the assessment of the risk level and 
control of industrial systems is difficult; especially taking 
into account their territorial dispersion, frequently used 
worn-out water supply networks and problems with water  
pressure [8,13].

The solutions proposed by the authors are compatible 
with the results of the analysis of global researchers. As indi-
cated, among others, by Won Lee et al. [20], intelligent water 
infrastructure solutions equipped with a two-way commu-
nication system play a key role in the provision of drinking 
water. Research conducted in the form of a case study by 
Ramos et al. [21] has demonstrated a number of benefits of 
implementing smart water networks in an urban structure. 
The authors emphasized in particular the increase in energy 
efficiency and savings in energy consumption because of 
reducing water losses, and thus reducing the CO2 equiva-
lent emitted to the environment. Gaska and Generowicz [22] 
also indicated the impact of the use of algorithmic models 
based on SCADA control systems in critical infrastruc-
ture facilities on their energy efficiency. The team led by 
Yasin et al. [23] likewise drew attention to the reduction of 
water losses and water wastage because of the use of exten-
sive IT solutions. Vinod Kumar et al. [24] indicated that 
implementation of the so-called Smart Water Management 
allows to automatically solve problems and have real-time 
data. The research of strengths, weaknesses, opportuni-
ties, and threats (SWOT) carried out on the example of the 
Kozhikode Metropolitan Area (India) has just indicated the 
intelligent water supply system as a solution to the prob-
lems related to water supply to the metropolitan society.

The developing world, especially in the era of remote 
work and access to critical infrastructure resources, requires 
the use of solutions ensuring both the security and stabil-
ity of operating systems and the security of process and 
project data protection, as well as the users with access to 
resources. The article presents a solution to the research and 
technological problem related to the optimization of data 
transmission and stabilization of interactions between the 
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components of the ICT system and hardware system man-
aging the process of predictive diagnostics of machines and 
devices and inferential control of executive devices of the 
critical water supply network infrastructure, including in  
particular:

1. The results of the analysis and selection of IT systems 
supporting the processes implementing tasks related 
to the construction of intelligent water supply network 
infrastructure for:
• industrial information systems
• industrial network security systems

2. Results of selection along with technical verification 
of communication methods used for communication 
between individual elements of the system being built

3. Results of the selection of network and security system 
solutions along with verification at the test facility.

2. Materials and methods

2.1. Analysis of industrial information systems

A working system of collective water supply, supply-
ing over 100,000 recipients, was selected as a research facil-
ity on a technical (test) scale. It was required to isolate the 
infrastructure elements necessary for the implementation 
of research works and industrial systems in order to ensure 
uninterrupted and safe water distribution and monitor-
ing. As part of the research, an analysis was carried out to 
enable the selection of an optimal database solution that will 
be used to record measurement and technological data. The 
adopted solutions will ultimately use an industrial Historian 
database. The collected data correspond to the time series 
with a given measurement interval [25]. These types of solu-
tions are characterized by the optimization of the speed 
of operation and the reliability of data recording. The sec-
ond element is compatibility with production solutions in 
a selected water supply company. The next stage of work 
related to the project was the appropriate design of commu-
nication between the individual components of the system 
being built. All its elements must be able to communicate 
in such a way to enable data exchange with both predictive 
packages, a mathematical model, a database, and other ele-
ments of the designed and built system. As a result of the 
simulations and analyses, the minimum requirements to be 
met by the constructed platform were developed:

a) Ensuring connection with other IT systems through stan-
dard mechanisms such as ODBC, Web Services, Oracle 
Gateway, DBLink, OPC UA, OLE DB, ADO, ADO.NET

b) Export and import (exchange) of data to/from systems 
in various formats, at least (txt, xls, csv)

c) On-line and off-line data exchange with any “server” and 
“file” databases using standard OPC, OPC UA, ODBC, 
OLE DB, ADO, ADO.NET drivers. Databases can be rela-
tional and non-relational (flat, object-oriented) (especially 
Oracle, MS-SGL, Access, DBF, Text, XML, Excel)

d) On-line data exchange through system mechanisms, 
interfaces or universal mechanisms (OPC, OPC UA, 
ODBC, OLE DB, ADO, ADO.NET.) with systems based 
on relational and object-oriented databases

e) Reading data from external SCADA systems through 

the OPC UA standard or through an indirect database 
(based on OPC)

f) Data exchange possible with the use of Web Services
g) The connection of the systems must take place through 

a SCADA type system (dedicated to the management of 
network and line facilities in particular), which will be 
built as part of the project and will ultimately be used for 
the exchange, archiving and processing of measurement 
data necessary for the implementation of the project. 
Subsequent works necessary to build an innovative sys-
tem were related to the selection of an appropriate and 
efficient algorithm for data processing and analysis that 
would enable the installation, configuration and commis-
sioning of measurement and computing systems. The 
conducted analyses showed that it is reasonable to use 
virtual operating systems on which components of the 
prediction system, programs such as Matlab, Databases, 
SCADA, Historian and various types of web services 
are installed. The advantage of the adopted solution is 
the possibility of quick reconfiguration of the systems 
built, taking into account research works and the use 
of efficient, fast and effective solutions. Another argu-
ment for this type of solution is the possibility of quick 
archiving and processing of both measurement data and 
the operating systems themselves. To display visualiza-
tion screens, graphic terminals were used to connect a 
multi-monitor station to display synoptic visualization 
tables and screens of calculation stations of a hydraulic 
model and a predictive system.

2.2. Selection of industrial network security systems

The IT infrastructure requires the construction of an 
appropriate, efficient and secure IT/OT network. The 
changing geopolitical conditions and the requirements that 
are imposed on the systems currently being built using IT 
and OT networks force the use of appropriate hardware 
and software devices ensuring the security of the devices 
themselves, software, process data and know-how data 
that will be created during the project and during its imple-
mentation and operation period. An additional factor that 
forces the use of such solutions is the Act on the national 
cybersecurity system [16] introduced in Poland. In order 
to ensure an appropriate level of security, independent 
elements have been designed to properly secure access 
to resources from the external internet network and to 
separate the newly built system from the production sys-
tem that performs the basic activities of the water supply 
company. One of the designed security elements will be 
used to exchange data with other distributed systems sup-
plying data to perform the tasks of the prediction system 
and will make resources available only to users who have 
access through appropriately selected security and authen-
tication tools and solutions. The designed security system 
will also be used to secure the network connection of the 
newly designed and built system with the existing master 
production system. The security system must meet several 
very important functionalities, such as:

a) Ensuring the possibility of building a minimum of 2 
separate (physical or logical) system instances in the 
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scope of: Routing, Firewall, IPSec VPN, Antivirus, IPS, 
Application Control.

b) IPv4 and IPv6 support in terms of:
• Firewall
• Application layer protection
• Dynamic routing protocols.

2.3. Analysis and optimization of data transmission methods and 
interactions between individual elements of the ICT system

The analyses of the systems used and designed in the 
area of the water supply company that require integration 
with the prediction system have shown that it is necessary 
to use various communication protocols. These protocols 
support data exchange between automation and control sys-
tems SCADA, PLC controllers, HMI operator panels, drives 
and converters used for control pumps and actuators as well 
as other programmable elements necessary for the imple-
mentation of the project. Standard protocols provided by 
equipment manufacturers were proposed for data exchange. 
In the opinion of the authors, such a solution will allow to 
maintain an appropriate level of security and reliability of 
the obtained data. Creating new dedicated communication 
protocols written for project needs may in the future cause 
a number of problems with their mutual compatibility and 
copyright. Therefore, it becomes justified to use solutions 
commercially available on the market within research and 
development projects. The main protocols planned to be 
used for data exchange with automation and control sys-
tems will be, among others, Modbus TCP, Modbus RTU, 
Ethernet/IP, GE Ethernet, GE SNP, ProfiBus and ProfiNet.

Another element for which it is necessary to properly 
select and configure communication protocols are systems 
supporting modeling and prediction as well as cooperating 
and supporting systems, which include geographic informa-
tion system (GIS) and sales systems. In the case of a com-
puting application (for modeling and prediction), a protocol 
based on OPC UA solutions will be used to exchange data 
between SCADA systems and the automation system. It is 
an open protocol that allows integration into a large number 
of different production systems. This protocol is object-ori-
ented, which means that it can be used for many purposes 
in the process layer and provides support for advanced 
data structures and a flexible data model. Service-oriented 
OPC UA provides better support in the field of integration 
on various platforms, which in the case of the system being 
built is an important feature; enables better access, security 
and integrity of the transmitted process data. In the case of 
building a system under the project, the use of this solution 
guarantees the reliability and certainty of data exchange, 
enabling integration with other systems in the event of 
commercialization of the solution.

For other cooperating systems, it was proposed to use 
available solutions based on universal database protocols. 
On-line and off-line data exchange with both “server” and 
“file” databases will be performed using standard ODBC, 
OLE DB, ADO, ADO.NET drivers. In the case of using such 
protocols, it is necessary to prepare appropriate interme-
diate tables for data exchange with the SCADA and com-
puting system. The tables have been designed in such a 
way as to minimize the amount of data flowing between 

individual system components and the load on the operating 
systems that support these databases.

2.4. Analysis and selection of operating system solutions

The research also included the preparation of the con-
cept, design, implementation and possible configurations of 
test stands. The developed scheme assumes that the moni-
toring systems and executive control algorithms will be 
installed on computers equipped with virtualization mech-
anisms and supporting the work of industrial databases. In 
the case of such a solution, it is necessary to properly prepare 
and test the adopted assumptions, along with performance 
and hardware tests. The main element of the system neces-
sary for proper operation is efficient and fast operation of 
databases, taking into account quick access to data and the 
possibility of reconfiguring tables used to read individual 
variables. A laboratory system consisting of servers con-
nected with appropriate network connections and equipped 
with virtualization software based on the Microsoft Hyper-V 
solution was built for testing purposes. In the case of this 
solution, the standards adopted in the company were 
applied, so that the system is compatible with the existing 
solutions and gives the possibility of moving and migrating 
virtual machines to other servers used in the company in the 
future. The indicated solution will be used in emergency and 
crisis situations in order to obtain maximum reliability and 
continuity of the system being built. An important element 
included in the developed concept is to ensure appropri-
ate redundant network connections using fiber optic links 
with appropriate network infrastructure devices: switches 
and routers. Fig. 1 is a schematic diagram of a conceptual  
test setup.

The analysis and verifications of the conceptual system 
have shown that one of the main sensitive elements for the 
SCADA and prediction system is the proper provision of 
network connections. Devices with a minimum bandwidth 
of 1 GB/s using fiber-optic connectivity and edge devices 
with a throughput of up to 700 Mbps should be used and 
applied. Another important element that should be taken 
into account when implementing a production system is 
the appropriate construction and optimization of tables 
and views used to exchange data between individual ele-
ments of the system being built.

3. Results and discussion

As part of the research, a system ensuring network 
traffic safety using UTM and firewall solutions was devel-
oped. Such a solution will allow for full control of network 
traffic and control over the users connecting to the system 
and the data that is sent within the individual components 
of the system being built and the data downloaded and 
sent to the external systems of the water supply company 
infrastructure. A system consisting of a UTM system and a 
firewall, which will control two-way traffic, has also been 
designed. UTM, together with the firewall, will be respon-
sible for communication with external systems located out-
side the infrastructure of the water supply company and 
will provide access for users using the intelligent infra-
structure system by properly securing data transmission 
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with an encrypted VPN protocol. The second firewall will 
support and ensure data security between the newly built 
network infrastructure and the existing network used by 
the water supply company. This solution will ensure con-
trol over the flow of data between systems and ensure 
the security of the most important system, which is the 
company’s production system. Fig. 2 shows a conceptual 
design of a network security system.

The implemented solution based on UTM, through 
the mechanisms embedded in it, will enable full control 
against virus threats, malware, spoofing, modification of 
source codes and any system vulnerabilities and errors. The 

conducted analyzes and tests have shown that the solutions 
proposed under the research project are best suited to the 
system that allows for individual adjustment of the system 
to the conditions required by the intelligent water supply 
system under construction, enabling full control over the  
users.

4. Conclusions

The conducted research and analyses related to the 
preparation, design and target implementation of the IT sys-
tem necessary to build an intelligent water supply network 

Fig. 1. Diagram of the test system for the verification of the system platform – own study.

Fig. 2. Diagram of the network security system and cybersecurity of the system being built – own study.
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were mainly focused on the selection of an appropriate 
system to support the infrastructure under construction. 
The authors presented the methodology of selecting, veri-
fying and testing systems and solutions necessary to build 
modern and intelligent systems supporting critical infra-
structure. The most important issues of selecting system 
and technical solutions were identified and include:

a) The main and most important feature of such infrastruc-
ture is safety, reliability, integrity and universality of 
the solutions applied

b) Elements securing the access to resources from the exter-
nal internet network and separating the newly built 
system from the production system performing the 
basic activity of the water supply company

c) The need to ensure that all components of the system 
have the ability to communicate and exchange data 
with both production system components and the pre-
diction system and other database components through 
standard mechanisms

d) The need to use various communication protocols.

The authors emphasize that the results of the analyses 
presented in this publication constitute a proposal for the 
selection of hardware and IT solutions for industrial sys-
tems of the critical water supply infrastructure. This prob-
lem requires constant updating and scientific filling of the 
gap for the constantly changing and emerging cyber threats 
of the indicated systems. This is of particular importance 
for the functioning of smaller and large agglomerations and 
entire societies.
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